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Abstract 

Torture, tear gas, bird shot, electrocution, anal rape, and beatings are just some of

the examples of state-sponsored violence undertaken by the Bahraini regime since

2011.  This  more  commonplace  'state-sponsored'  violence  has  monopolised  the

headlines due to its egregious nature and visceral unpleasantness. Yet the rise of

social media, and the devolution of acts of surveillance and online vigilantism has

confused this binary of state versus loyalist violence. Now, acts of social control

undertaken by those representing the hegemonic order, such as balṭajiyya (thugs),

but not necessarily agents of the state, are becoming increasingly important as a

regime survival strategy in Bahrain. This paper acknowledges the importance of

violent  acts  undertaken  by those  representing  the  hegemonic  order,  while  also

problematising the notion of violence itself.  In Bahrain,  where surveillance and

social  media  are  increasingly  an  important  tool  in  the  state's  intimidation  of

activists and civilians, it is important to critically interrogate how the generation of

fear  through  social  media  and  surveillance  constitutes  violence  itself.  These

strategies of control, which generate physiological responses such as fear anxiety,

should no longer be distinguished entirely from acts of physical violence, and taken

more seriously as a form of repression.  

Introduction 

Online surveillance and online harassment by vigilante and government forces played an important part in

creating the climate of fear that existed in the Bahrain Uprising that began in 2011. However, scholars of

political violence tend to not  focus on surveillance as a form of political violence,  despite the fact it  is

harmful and increasingly more common in a networked society. Furthermore, the advent of social media has

led to an increase in lateral1, peer-to-peer surveillance, whereby citizens supporting the authoritarian Bahraini

government use it to monitor and control fellow citizens. As Mark Andrejevic says, 'Rather than displacing

“top-down” forms of monitoring, such practices emulate and amplify them, fostering the internalization of

government strategies and their deployment in the private sphere'.2 The internet and, in particular, social

media,  have  presented  a  new battleground and threat  to  the  Al  Khalifa  regime.  Activists  were  able  to

exchange information, organize collective action, and subvert state-sponsored narratives and propaganda. In

addition to a space that needed to be controlled, the social media scape was also an opportunity to extend the

state's coercive response  beyond its usual repertoires of repression. In 2011, a number of deliberate and

perhaps  inadvertent  strategies  were  deployed  by  the  government  and  loyalists  alike.  These  strategies,

whether carried out  by vigilantes or pro-government loyalists,  can be seen as acts of  political  violence.

However, the definition of political  violence must  be clarified first.   I  argue that  surveillance should be

considered a form of political violence, not simply because it is 'physical', but because it is  damaging and



harmful.  It  also  highlights  the   devolution  of  repression,  as  social  media  provides  a  new medium for

vigilantes to attack protesters and activists. 

Violence and Political Violence 

But what is violence? 'Restrictive' definitions of violence have tended to focus on obvious signs of 'physical

harm',  while inclusive definitions of violence are more far reaching. At one of the inclusivity spectrum,

violence is defined as

the use of power to harm another, whatever form it takes’’ (Henry, 2000: 3). In this case, harm is

not only physical pain and suffering. It ‘‘can also occur along many dimensions beyond the

physical to include psychological or emotional, material or economic, social or identity, moral

or ethical, and so on.3

However, the restrictive definitions of violence are more akin to traditional definitions of political violence,

which  stress the importance of 'physical' and visible acts of coercion. For example, Della Porta, in striving

for a more parsimonious definition, focuses on displays of physical force. She notes that  'political violence

consists of those repertoires of collective action that involve great physical force and cause damage to an

adversary in order to impose political aims (della Porta and Tarrow 1986:614)'.4 Others scholars, such as

Linke and Schutte,  offer  slightly vaguer  definitions  of  political  violence that  relate  to  war  and conflict

generally.5 Yet clearly violence is contextually driven, and highly subjective; 'Depending on the context and

perspective,  violent  actions may either be condemned and considered immoral,  illegal  and disruptive or

admired  and  considered  moral,  legal  and  functional'.6 It  is  more  useful  then, 'both  theoretically  and

methodologically, to consider definitions of violence to be essentially contested' - by adjusting the concept

scientific progress can made.7 For this reason, modes of repression, such as surveillance and harassment

through social media must be re-examined as a contemporary manifestation of  'political  violence'. For the

purpose of this study, violence is defined as action designed to harm or cause suffering to those advocating

greater liberty, perpetrated by the hegemonic power in defence of a regime promoting policies inimical to

the emergence of social justice.

Physicality of surveillance and online harassment 

An inclusive definition of violence is important, as it allows a fundamentally more empathetic approach to

human suffering.  A problem,  however,  in  the  definitions  of  both violence and political  violence,  is  the

separation  between mind and body,  epitomised  in  the  distinction  between 'psychological'  and  'physical'

violence.  There are many proponents of a separation between mind and body, but increasingly, advances in

fields such as neuroscience illustrate that the distinction between the two are spurious. Negative emotions

and feelings are as much to do with pain and suffering as other forms of violence. 

a significant body of data derived from  functional neuroimaging studies provides convergent

evidence concerning brain structures implicated in physical pain, and psychological pain with

the AnCg, insula and the prefrontal cortex being involved in all of these conditions while the

somatosensory cortices may be uniquely activated in physical pain.8



If surveillance, as Foucault argues,  imbues the recipient with a fear being watched leading to a subsquent

change in their behaviour, then it can be seen to be a form of violence, especially when deployed to repress

movements advocating social justice. Indeed, 'anxiety and fear are strongly tied to physical pain (Robinson

& Riley, 1999; Turk & Flor, 1999; Weisberg & Keefe, 1999)'.9 'Baumeister and Tice (1990) 'proposed that all

instances of anxiety arise from either the threat of physical pain or the threat of social exclusion.'10In fact,

surveillance has been shown to lead to  behavioural  changes  11 and long term health problems.1213 It  is,

however,  often excluded from definitions  of  physical  and political  violence.  There  are  two issues  here,

firstly; that surveillance has often been omitted from definitions of political violence due to its  perceived

lack of physicality, and secondly; that the effects of surveillance are seen as separate from physical violence.

Surveillance is both a physical act of violence, and also an act of political violence. This is not to say that it

is  an aspect  of  political  violence  because it  is  physical,  although perhaps this  explains  why it  is  often

overlooked.  For  example,  in  the  Bahrain  Independent  Commission  of  Inquiry Report  (BICI),  the  word

'surveillance' was only mentioned three times in a 600 page document.  Anxiety and fear are a form of pain

or suffering, so not only should the desired effects of government surveillance be seen as a way of inflicting

pain, but the ability to induce anxiety through social media and the internet should not be underestimated. By

emphasising that the effects of surveillance are forms of pain and suffering, we can be more assertive about

surveillance and harassment as a form of political violence. 

Axiomatic within this approach is the reasonable assumption that suffering and pain are bad. By

extension,  social  systems that promote suffering or pain are detrimental  to the human condition. Moves

towards a culture of surveillance are inherently problematic as there is the assumption that this is a non-

coercive, and therefore superior method of control. However, the pervasive effects of surveillance in the

Bahrain  Uprising highlight the problems associated with this assumption. Many perceived surveillance as a

violent act in itself. Indeed, it is one of the tools that contributes to the construction of the 'barrier of fear',

one that had been shattered at the dawn of the Arab Uprisings,14 but is now being rebuilt. 

Online Vigilantism in Bahrain 

In 2011, a widespread counter-revolutionary campaign took place in the Bahraini Tweetosphere. Perhaps the

most salient aspect of this was an online program of naming, shaming and trolling. Social media accounts

supportive of the government circulated lists naming specific  protesters, activists and opposition figures as

traitors and terrorists.  As James Harkin notes, this process can be termed '"peer-to-peer surveillance" - the

emerging idea that the constant operation of a whole range of digital devices will increasingly be used as

evidence  against  us  by parties  other  than  the  state'.15 This  peer-to-peer  surveillance  led  to  widespread

paranoia and fear amongst those named. One journalist, who was dismissed from work during the unrest

without being given any reason, later found out that her name had been circulated on social media on a list of

'Ministry Traitors'.16 Other accounts on Twitter, like that of @7areghum (Arabic for 'the one that burns them')

tweeted  pro-government  propaganda  24-hours-a-day.  While  propaganda  from  many  sources  was

commonplace, accounts like 7areghum differed in that they used social media to solicit information about

protesters  in  order  that  they  could  be  named  and  shamed  as  'traitors'.  In  the  Bahrain  Independent

Commission  of  Inquiry  report,  the  authors  noted  that  @7areghum  threatened,  harassed  and  defamed

individuals, and in some cases placed them 'in immediate danger'.17 The BICI report states that @7areghum 



...posted  the  names  and  photographs  of  alleged  protesters,  and  sometimes  even  posted

protesters’ addresses, telephone numbers and current locations. In some cases, a photograph of a

protester was posted with a comment asking for the name of the person, and other Twitter users

then posted the requested information. Witnesses reported to the Commission that persons who

had been named or identified by Harghum would then avoid sleeping at their home address for

fear of an attack. Harghum also allegedly advertised a MoI “hotline”, which people could call in

order to report on persons engaged in anti-government activity. 

The abuse got so bad that many online activists launched a campaign in which they put red circles around

their faces on their display pictures on Facebook and Twitter  .18 This attempt to draw attention to online

vigilantism highlighted the very real concern among Bahrain's activists about the dangers of the problem.

However,  Yusur  al-Bahraini  notes  that,    'instead  of  questioning  the  ones  who  threaten  civilians,  the

government  of  Bahrain  started  arresting  activists  whose  photos  appear  on  Facebook'.19 So far,  the

government have done nothing to combat the @7aregum account, even though the BICI team found out that

it had engaged in actions that  violated both domestic and international law.20 Given that the government

have used techniques such as IP spying and malware attacks to uncover the IP addresses of government

critics and human rights activists, it is significant that the government have not attempted to identify those

behind  @7areghum  –  perhaps  because  the  account  performs  a  useful  social  control  purpose  for  the

government. 

Although 7aregum has not been targeted, the government have actually targeted a member of the

Ruling Family with IP spy tactics. Muhammad Salman Saqer Al Khalifa, who operated a similar account

called @mnarefzhom, was attacked, but only because he criticized the government and its loyalists (Al Fateh

supporters).  He  was  charged  with  'instigating  hatred  against  the  regime,  threatening  public  peace  and

security,  insulting  state  institutions,  disseminating  confidential  security reports,  and  [the]  defamation  of

several  persons.”21However,  the  users  charged with  operating  the  @mnarfezhom account  were  released

immediately when they threatened to release a list of Twitter accounts run by the Ministry of the Interior and

the national security apparatus, as well as the names of government employees who took part in the 2011

online campaign against protests and protesters. . 22 While this fuels the notion that that the Ministry of the

Interior were operating online accounts, it also highlights the fact that vigilantes such as @mnarfezhom are

able to hold to the state to ransom. So even while the state appear to endorse vigilantism in some instances, it

also highlights how such forces can move beyond the control of the state, and gather their own momentum as

autonomous distributors of political violence. What's more, the severity of surveillance  is perhaps contingent

on the environment in which it occurs. In the case of Bahrain in 2011 , where torture and extra judicial

killings were widely reported, the anxiety induced by surveillance and harassment was no doubt magnified.

This is something that also be considered when taking the effects of surveillance into account. 

Yet while accounts like @7areghum and @mnarfezhom represent the more extreme ends of this

vigilantism, even the mere presence or perception of the presence of security officials online was enough to

scare  people  into  not  Tweeting.  During  the  uprising,  many pro-government  supporters  would  report  to

government-operated  accounts  (such  as  @moi_Bahrain),  in  public  view,  accounts  they  thought  were

traitorous. This was not a marginal activity,  and prominent Tweeps were encouraging it. Adel Maymoon



Tweeted: 'If u have any names or information about any traitor or terrorist, kindly send it to @moi_bahrain

no need to  expose his  family & children..'.23 Others  were singled out  because of  their  political  beliefs,

'@moi_bahrain please apprehend this moronic  traitor he's a wefaqi RT  @haythoo: :لكل مWWن سيضWWرب2نصيحة 

(cont) .24 Photos were often taken out of context and then re-framed to intimidate protesters. For example,

blogger Manaf al Muhandis noted that ' someone took a 3 year old picture for a bloggers breakfast gathering

with me in it and said it is a terrorist sleeper cell -_- '25They then circulated this image on social media. 

In other instances, journalists using social media turned out to have links to government-friendly

agencies.  Liliane Khalil,  a  journalist  who had claimed to have interviewed figures  as  diverse  as   King

Hamad, Dr. Hanan Ashrawi, Dr. al-Baradei and Natan Sharansky, was unmasked as a hoax.26 However, an

activist who had given her interviews in good faith, later found out that his personal information had been

leaked to other pro-government troll accounts.  Similarly, Twitter accounts would promote links to blogs

written by unknown persons that criticised, defamed, and libelled well known human rights or opposition

activists.   One  website  published a  website  grading the  relative  'threat  level'  of  human rights  activists.

Another account regularly publishes defamatory cartoons which regularly emphasised a number of themes,

including activist links with Iran, and their support for violent protests. Many others were threatened online

with violence and rape. One informant even said someone threatened their child, stating that they knew

where they went to school. 

Enabling Online Vigilantism 

The government's inability and unwillingness to challenge this online vigilantism has been telling. While

prominent officials on Twitter, such as Khalid Al Khalifa, Bahrain's foreign minister, were very vocal in

rallying Bahrainis in condemnation of Shouting in the Dark, a documentary produced by Al Jazeera that was

very critical of Bahrain27, he was silent in condemnation of accounts like @7areghum, even though they had

broken international and national law. While Khalid Al Khalifa's 'hue and cry' on Twitter shows how he was

willing to use his influence to invite condemnation of items of critical of Bahrain, his silence with regards to

account such as @7areghum demonstratee how the Bahraini authorities were willing to create a permissive

environment  in  which  the  boundaries  of  what  was  socially acceptable  behaviour  became  unclear.  This

promotion of social disorder is analogous to that undertaken by the Burmese authorities when responding to

their own democratic uprising. Federico Ferrara describes this deliberate creation of  Hobbes' dilemma as a

form of repression. Like the Burmese, Bahraini citizens 

were placed in a 20th-century version of Hobbes’s state of nature (see Hobbes [1651] 1988), a

situa- tion in which, in the absence of any functioning government, anarchy was pervasive, and

cooperation, production, and trade were largely precluded. The violence and the indiscriminate

pillage were not only tolerated but promoted by the armed forces, the only group within Burma

that possessed the resources necessary to enforce stability, to bring about utter confusion and the

complete breakdownof the country’s economy.

Vigilantism  epitomises this Hobbesian lawlessness, as it can lead to pro-democracy activists silencing their

calls  for  change  in  exchange  for  the  security  afforded  by  an  authoritarian  government.  Indeed,  the

https://twitter.com/haythoo
https://twitter.com/moi_bahrain
https://twitter.com/moi_bahrain
https://twitter.com/moi_bahrain
https://twitter.com/moi_bahrain


psychological implications of unfettered and unrestrained vigilantism can be telling, and their lateral nature

symbolises  a  breakdown  of  traditional  non-state  mechanisms  of  protection,  such  as  community  and

neighbourliness. Indeed, the social control by fellow citizens and its bottom up nature heightens this sense of

societal 'exclusion', which can augment the very real nature of 'social pain'28.   In combination with state

violence, vigilantism is therefore amongst the most insidious forms of political violence. The extent to which

the authorities endorsed this vigilantism is highlighted by their apathy in tackling it. This was demonstrated

most visibly in meatspace when the government did little to remove large billboards depicting an image of a

bloodied sword or noose alongside the slogan, 'we demand from the government the maximum punishment.

No pardon for the heads of fitna and misguided parties'. 29

Conclusion 

The  emphasis  on  the  severity  of  the  implications  and  effects  of  surveillance  are  woefully  remiss,  as

documented by Privacy International: 'The market for surveillance technologies has expanded so much in

recent years that oversight has been totally unable to keep up, which has led to devastating consequences in

the lives of human rights defenders in repressive regimes around the world.'30Surveillance needs to be taken

more seriously as a form of political violence. It is a growing industry, and  increasingly pervasive in a

networked society where people are ever more dependent on electronic devices that involve the transfer of

personal  information.  While  social  media  has  become  synonymous  with  the  Arab  Uprisings,  digital

surveillance  will  become  an  increasingly relevant  part  of  political  repression  in  the  years  to  come,  as

highlighted by the Snowden leaks. In Bahrain itself, surveillance has become an  important form of social

control, yet it is often the more egregious acts of physical force that grab the attention of observers, activists

and academics. Surveillance, the anxiety it produces, and the subsequent effect on the physiology of the

human being, cannot simply said to be 'psychological violence'.  In the field of neuroscience and human

biology, there is an increasing desire to break down the distinction between mind and body, which should be

recognised too in political science. Scholarship of political violence also needs to keep up, and it is important

to acknowledge that the new face of violence, while less visible, is equally insidious. Certainly, if anxiety or

fear prevent people from taking particular courses of action, especially  those that threaten the status quo,

then it should be deemed political violence.31 
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